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Part "Original Cigital Coding Rule in XML"

Mime-type: text/xml, size: 4040 bytes

Attack Category

e Madlicious Input
» Path spoofing or confusion problem

Vulnerability Category

+ Buffer Overflow
* Unconditiona

Softwar e Context » File Path Management

Location e shellobj.h

Description The destination string buffer for the
PathCleanupSpec() function must be long enough to
hold the return file path.
The PathCleanupSpec() routine removesillegal
characters and, if necessary, converts filenames
to 8.3 format on drives that do not support long
filenames. The result is not necessarily predictable,
so ensure that the destination isMAX_PATH in
length.
Note: This routine appears to be deprecated and is
not in newer versions of the API.

APls Function Name Comments

PathCleanupSpec

Method of Attack

Attacker can trigger a buffer overflow if the
destination buffer is not long enough to hold original
path name. If the attacker passesin a path name
longer than the destination buffer, the buffer will
overflow.

Exception Criteria

Solutions

Solution Solution Solution
Applicability | Description Efficacy
When The second Effective.
PathCleanupSpecarameter,
isused. pszSpec, must

be at |east

MAX_PATH

1. http://buildsecurityin.us-cert.gov/bsi-rules/35-BSI.html (Barnum, Sean)
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charactersin

length.
Signature Details int PathCleanupSpec(
LPCWSTR pszDir,
LPWSTR pszSpec
)i
Examples of Incorrect Code WCHAR pathDir[] = L"C\\ADirectory

\'\ Anot her El enent ";

LPCWSTR pszDir = pathdir;

WCHAR nane[] = L" A*Nane??

Wt hStuff To: : Renove. foo"; //

Buf fer size not |arge enough to be
saf e

LPWSTR pszSpec = nane;

Pat hd eanupSpec(pszDir, pszSpec);

Examples of Corrected Code WCHAR pathDir[] = L"C:\\ADirectory
\\ Anot her El enent " ;

LPCWSTR pszDir = pathdir;

WCHAR nane[ MAX_PATH] = L"A*Nane??

Wt hStuffTo:: Renove. foo"; // Note

size is large enough

LPWSTR pszSpec = nane;

Pat hCl eanupSpec(pszDir, pszSpec);

Sour ce Reference e http://msdn.microsoft.com/library/default.asp?
url=/library/en-us/shellcc/platform/shell/

reference/functions/pathcl eanupspec.asp

Recommended Resour ce

Discriminant Set Operating System +  Windows
L anguages e C
o C++
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